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U.S. leadership in technology innovation is central to

our nation’s interests, including its security, economic

prosperity, and quality of life. Our nation has created a

science and technology ecosystem that fosters

innovation, risk taking, and the discovery of new ideas

that lead to new technologies through robust

collaborations across and within academia, industry,

and government, and our research and development

enterprise has attracted the best and brightest

scientists, engineers, and entrepreneurs from around

the world. The quality and openness of our research

enterprise have been the basis of our global

leadership in technological innovation, which has

brought enormous advantages to our national

interests.

In today’s rapidly changing landscapes of technology

and competition, however, the assumption that the

United States will continue to hold a dominant

competitive position by depending primarily on its

historical approach of identifying speci�c and narrow

technology areas requiring controls or restrictions is

not valid. Further challenging that approach is the

proliferation of highly integrated and globally shared

platforms that power and enable most modern

technology applications.

To review the protection of technologies that have

strategic importance for national security in an era of

openness and competition, Protecting U.S.

Technological Advantage considers policies and

practices related to the production and

commercialization of research in domains critical to

national security. This report makes recommendations

for changes to technology protection policies and

practices that re�ect the current realities of how

technologies are developed and incorporated into

new products and processes.
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Preface

U.S. leadership in technology innovation is central to our nation’s interests,

including its security, economic prosperity, and quality of life. Our nation

has created a science and technology ecosystem that fosters innovation,

risk taking, and the discovery of new ideas that lead to new technologies

through robust collaborations across and within academia, industry, and

government, and our research and development enterprise has attracted

the best and brightest scientists, engineers, and entrepreneurs from

around the world. The quality and openness of our research enterprise

have been the basis of our global leadership in technological innovation,

which has brought enormous advantages to our national interests.

The committee’s task was to examine and evaluate the need for boundaries

or protections on the openness of scienti�c research and take into account

the bene�ts and drawbacks of technology protection options. Heightened

concerns about potential loss of leadership in critically important technol-

ogy areas have led to increased rhetoric about the need to escalate protec-

tion and restrictions for certain technologies, but in an increasingly com-

petitive and technology-dependent world, ensuring and protecting the

nation’s ability to lead in technological innovation is of critical importance.

Given changes in technology and the global, interconnected competitive

environment, the committee found that protecting technologies them-

selves is often ineffective or even counterproductive.

Instead, the committee believes that a fundamental shift is needed—one

that moves away from speci�c technology controls to a risk management

approach that focuses on protecting U.S. advantages in technology leader-

ship and development. Strategies are needed for maximizing our advan-

tages, promoting the scale and speed of our research and technology inno-

vation ecosystem, fostering a risk-taking environment, and attracting, re-

taining, and supporting the most talented science, engineering, and inno-

vation workforce in the world.
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openness and competition, Protecting U.S.
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The committee also recognizes that new technologies are increasingly be-

ing developed on shared platforms. These platforms speed the scope and

scale of new technologies, but they also have unique vulnerabilities associ-

ated with them. The committee recommends the development of a new

multisector,

multiorganizational, multinational approach to both protection and assur-

ance of these platforms.

Legislation passed after the committee �nished its deliberations—namely

the CHIPS and Science Act—contains provisions that the committee hopes

will facilitate its recommendations: expanding the support of the National

Institute of Standards and Technology for standards capacity building and

recognizing the critical importance of STEM (science, technology, engi-

neering, and mathematics) graduate students and the STEM workforce as a

whole.

Collectively, our recommendations are directed at building a healthier,

more effective, and more resilient research and development ecosystem.
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scientists, engineers, and entrepreneurs from around

the world. The quality and openness of our research

enterprise have been the basis of our global

leadership in technological innovation, which has

brought enormous advantages to our national

interests.

In today’s rapidly changing landscapes of technology

and competition, however, the assumption that the

United States will continue to hold a dominant

competitive position by depending primarily on its

historical approach of identifying speci�c and narrow

technology areas requiring controls or restrictions is

not valid. Further challenging that approach is the

proliferation of highly integrated and globally shared

platforms that power and enable most modern

technology applications.

To review the protection of technologies that have

strategic importance for national security in an era of

openness and competition, Protecting U.S.

Technological Advantage considers policies and

practices related to the production and

commercialization of research in domains critical to

national security. This report makes recommendations

for changes to technology protection policies and

practices that re�ect the current realities of how

technologies are developed and incorporated into

new products and processes.

Implications of the New Competitive Landscape for U.S. Policies and

Procedures
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Features of the Competition between the United States and China

Synthetic Biology in China

China’s Activities in Microelectronics, Arti�cial Intelligence, and Quantum

Computing

Human Resources in the United States and China

Implications of China’s Actions for the Protection of U.S. Interests
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Maximization of Strengths in Science, Research, and Technology

Innovation

Developing and Attracting Talent
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Platforms
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